











Independent Auditor’s Report on Internal Control Over Financial Reporting and
on Compliance and Other Matters Based on an Audit of Financial Statements
Performed in Accordance with Government Auditing Standards

The Honorable Mayor and Members
of the City Council
City of Decatur, Alabama

We have audited the financial statements of the City of Decatur, Alabama (the City) as
of and for the year ended September 30, 2007, and have issued our report thereon
dated March 31, 2008. We conducted our audit in accordance with auditing standards
generally accepted in the United States of America and the standards applicable to
financial audits contained in Government Auditing Standards, issued by the
Comptroller General of the United States.

Internal Control Over Financial Reporting

In planning and performing our audit, we considered the City’s internal control over
financial reporting as a basis for designing our auditing procedures for the purpose of
expressing our opinion on the financial statements, but not for the purpose of
expressing an opinion on the effectiveness of the City’s internal control over financial
reporting. Accordingly, we do not express and opinion on the effectiveness of the
City’s internal control over financial reporting.

Our consideration of internal control over financial reporting was for the limited
purpose described in the preceding paragraph and would not necessarily identify all
deficiencies in internal control over financial reporting that might be significant
deficiencies or material weaknesses. However, as discussed below, we identified
certain deficiencies in internal control over financial reporting that we consider to be
significant deficiencies.

A control deficiency exists when the design or operation of a control does not allow
management or employees, in the normal course of performing their assigned
functions, to prevent or detect misstatements on a timely basis. A significant deficiency
is a control deficiency, or combination of control deficiencies, that adversely affects the
entity’s ability to initiate, authorize, record, process or report financial data reliably in
accordance with generally accepted accounting principles such that there is more than
a remote likelihood that a misstatement of the entity’s financial statements that is more
than inconsequential, will not be prevented or detected by the entity’s internal control.
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A material weakness is a significant deficiency, or combination of deficiencies, that results in more
than a remote likelihood that a material misstatement of the financial statements will not be
prevented or detected by the entity’s internal control.

Our consideration of the internal control over financial reporting was for the limited purpose
described in the first paragraph of this section and would not necessarily identify all deficiencies in
the internal control that might be significant deficiencies and, accordingly, would not necessarily
disclose all significant deficiencies that are also considered to be material weaknesses. We did not
identify and deficiencies in internal control over financial reporting that we consider to significant
deficiencies or material weaknesses, as defined above.

Compliance and Other Matters

As part of obtaining reasonable assurance about whether the City's financial statements are free of
material misstatement, we performed tests of its compliance with certain provisions of laws,
regulations, contracts and grant agreements, noncompliance with which could have a direct and
material effect on the determination of financial statement amounts. However, providing an opinion
on compliance with those provisions was not an objective of our audit and, accordingly, we do not
express such an opinion. The results of our tests disclosed no instances of honcompliance or other
matters that are required to be reported under Government Auditing Standards.

We noted certain matters that we reported to management of the City in a separate letter dated
March 31, 2008.

This report is intended solely for the information and use of management, federal awarding
agencies and pass-through entities and is not intended to be and should not be used by anyone
other than those specified parties.

Buson * I Tl Ge.

Huntsville, Alabama

March 31, 2008
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City of Decatur, Alabama
Schedule of Expenditures of Federal Awards
September 30, 2007

Federal Grant or
Grantor/Pass-Through CFDA Pass-Through Grant
Grantor Program Title Number Grantor's Number Expenditures
U.S. Department of Agriculture
Direct Programs:
Cooperative Forestry Assistance 10.664 05-DG-11083150-020 $ 13,197
Passed Through Alabama Department of
Education:
Summer Food Service Program 10.559 AGQ-000 94,005
107,202
U.S. Department of Homeland Security
Passed Through Alabama Department of
Homeland Security:
State Homeland Security Grant Program 97.067 6SMA 9,198
Passed Through Emergency Preparedness and
Response Directorate’s Assistance:
Firefighters Grant Program 97.044 EMW-2005-FP-00163 10,000
19,198
U.S. Department of Housing and Urban Development
Direct Programs:
Community Development Block Grant 14.218 BO5MCO0-10011 160,065
14.218 BO6MCO0-10011 373,648
14.218 BO7MCO0-10011 119,950
EDI Delano 14 B-05-SP-AL-0690 1,997
655,660
Passed Through Alabama Department of
Economic and Community Affairs:
Emergency Shelter Grant 14.231 ESG-06-009 182,245
837,905
U.S. Department of the Interior
Passed Through Alabama Historical
Commission:
Historic Preservation/CAMP/Training 15.904 AL-06-026 8,176
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City of Decatur, Alabama
Schedule of Expenditures of Federal Awards
September 30, 2007

Federal Grant or
Grantor/Pass-Through CFDA Pass-Through Grant
Grantor Program Title Number Grantor's Number Expenditures
U.S. Department of Justice
Direct Program:
Bulletproof Vest Partnership Grant Program 16.607 2006BUBX05026143 2,300
COPS Law Enforcement Technology 16 2006CKWX0027 20,896
Secure Our Schools 16 2005CKWX0501 94,180
Decatur/Morgan County Justice — JAG 2006 16 2005-DJ-BX-0469 21,043
Decatur/Morgan County Justice — JAG 2007 16 2006-DJ-BX-0198 1,104
139,523
U.S. Department of Transportation
Passed Through North Alabama Highway Safety
Office:
Safety Belt Enforcement 20.605 06-HS-K4-007 2,276
402 Step GHSP 20.600 07-SP-PT-001 3,396
Underage Drinking 20.605 06-AH-LO-001 3,575
9,247
Passed Through Alabama Department of
Transportation:
Delano Trail of Histroy 20 STPTE-TEOQ3 (927) 249,958
Bike Path Grant 20 STPTE-TEO1 (910) 198,460
448,418
Executive Office of the President
The City of Huntsville, AL
Madison/Morgan County HIDTA 07.999 I7PGCP504z 6,226
Total Federal Awards $ 1,575,895
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City of Decatur, Alabama
Notes to Schedule of Expenditures of Federal Awards
September 30, 2007

Note 1 — Summary of Significant Accounting Policies

Basis of Presentation

The accompanying schedule of expenditures of federal awards includes the federal grant activity of the City of
Decatur, Alabama and is presented on the modified accrual basis of accounting. The information in this schedule
is presented in accordance with the requirements of OMB Circular A-133, Audits of States, Local Governments,
and Non-Profit Organizations. Therefore, amounts presented in this schedule may differ from amounts presented
in, or used in the preparation of the general-purpose financial statements.

Note 2 - Entity Definition
For the purposes of this schedule, the entity is defined as the City of Decatur; therefore, this schedule does not

include the grant activities of the City's component units described in the notes to the general-purpose financial
statements.
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City of Decatur, Alabama
Schedule of Findings and Questioned Costs
For the year ended September 30, 2007

Section | - Summary of Auditor’'s Results

Financial Statements

Type of auditor’s report issued: Unqualified

Internal control over financial reporting:

Material weakness(es) identified? yes v no
Significant deficiency(ies) identified not
Considered to be material weaknesses? yes v" none reported

Noncompliance material to financial statements
noted? yes v no

Federal Awards

Internal Control over major programs:

Material weakness(es) identified? yes v no
Significant deficiency(ies) identified not
considered to be material weaknesses? yes v" none reported

Type of auditor’s report issued on compliance
For major programs: Unqualified

Any audit findings disclosed that are required to
Be reported in accordance with Circular A-133,
Section .510(a)? yes v No

Identification of major programs:

CEDA Number(s) Name of Federal Program or Cluster
14.218 Community Development Block Grant
Dollar threshold used to distinguish

between Type A and Type B programs $300,000
Auditee qualified as low-risk auditee? v Yes No
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City of Decatur, Alabama
Notes to Schedule of Findings and Questioned Costs — Continued
For the year ended September 30, 2007

Section Il - Financial Statement Findings

None noted.
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City of Decatur, Alabama
Notes to Schedule of Findings and Questioned Costs — Continued
For the year ended September 30, 2007

Section Il - Federal Award Findings and Questioned Costs

None noted.
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City of Decatur, Alabama
Summary Schedule of Prior Year Audit Findings
For the year ended September 30, 2007

Financial Statement Findings

06-1 New World Financials Access Control

During the implementation of the New World financial software, IT support employees were granted unrestricted
access to the financial programs. This has resulted in vulnerability for unauthorized use. We observed that the
IT support personnel have access to all programs which allows for posting and other data manipulation.

Without proper access controls, data can be retrieved and used by unauthorized individuals, data can be lost or
changed, and programs can be tampered with or destroyed.

We recommend that access to employees be given on an as needed basis in order to perform their job duties. A

review of all New World access should be performed to ensure that segregation of duties is obtained and that
access is proper based on job function.
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City of Decatur, Alabama
Summary Schedule of Prior Year Audit Findings - Continued
For the year ended September 30, 2007

Federal Award Findings and Questioned Costs

None noted.
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STATISTICAL SECTION
(Unaudited)








